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Introduction

Read this guide to learn how to install and administer a Model Manager server, a
web server that hosts Model Manager databases. The Model Manager server can
either be configured to use internal database components managed by the server,
or external database components provided and managed by your organization. The
guide also contains details on the asset management system included with a Model
Manager server — a web-based tool you can use to manage simulation projects
involving models built in the COMSOL Multiphysics® software. See the Model
Manager Reference Manual for details on how to access a Model Manager server
database from within the COMSOL Desktop® modeling environment.

In this chapter:
* About the Model Manager Server

¢ Overview of the Manual
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CHAPTER I:

About the Model Manager Server

In this section:

e What Can You Do with a Model Manager Server?

e Where Can I Access the Documentation?

What Can You Do with a Model Manager Server?

A Model Manager database can be shared by multiple users by hosting the database in
a Model Manager server. You access the database by connecting to the Model Manager
server from the COMSOL Multiphysics software via your organization’s internal
network. This enables you and your coworkers to collaborate on version-controlled
simulation models and data files — all while staying within the COMSOL Desktop
modeling environment. Read the Model Manager Reference Manual to learn more
on what you can do with a Model Manager database accessed via a Model Manager
server.

A Model Manager server database uses three separate server components:

o A relational database management system (RDBMS) for the version control
management of simulation models and data files in a SQL database.

* A resources directory for storing binary and text data whose size is deemed too large
to put directly inside a SQL database. This data can, for example, be built,
computed, and plotted data generated by models, or auxiliary data such as CAD and
interpolation data used as input by models.

* An enterprise search platform — the Apache Solr™ enterprise search platform —
used for the search functionality of the Model Manager.

An installation of Model Manager server optionally includes the PostgreSQL®
relational database management system and the Apache Solr™ enterprise search
platform. Installing these managed server components enables you to configure a
Model Manager database without installing any additional software. Such a database
can be fully managed by the Model Manager server itself, including starting and
stopping component subprocesses and handling data backups. A managed server
database using default configuration settings is automatically created the first time the
Model Manager server is started.

INTRODUCTION



You can also configure a Model Manager server database using an external relational
database management system provided by your organization — the supported
database platforms are Microsoft® SQL Scrvcr®, MySQL®, Oracle® Database, and
PostgreSQL®. Similarly, you can configure the database using an external Apache

Solr™ installation.

From the Model Manager server web interface, administrators can configure the server
to use secure connections using transport layer security (TLS) provided via HTTPS,
set up authentication mechanisms so that users can log in via the COMSOL
Multiphysics software or via a web browser, and perform other administrative tasks for

the server.

A Model Manager server also comes with a web-based asset management system that
enables simulation engineers working in COMSOL Multiphysics to easily collaborate
on simulation projects with people in your organization who may not have access to
the COMSOL Multiphysics software. Via the asset management system, users can link
models and data files to various documents, presentations, project notes, slides, and
other supplementary files and metadata on so-called assets — all while keeping
everything in the same database that stores the models and data files. Users can also
browse and search the version-controlled models and data files themselves, as well as
upload new versions of data files. This enables, for example, engineers working with
other tools and software to update data via the web interface so that this data is
immediately available to simulation engineers working in the COMSOL Desktop. Or,
these same simulation engineers can publish results in the form of animations, images,
plots, reports and other output via the asset management system simply by exporting
such output to the Model Manager server from the COMSOL Desktop.

Where Can I Access the Documentation?

A number of online resources have more information about COMSOL, including
licensing and technical information. The electronic documentation, topic-based (or
context-based) help, and the Application Libraries are all accessed through the
COMSOL Desktop.

Ifyou are reading the documentation as a PDF file on your computer,
the blue links do not work to open an application or content

n referenced in a different guide. However, if you are using the Help
system in COMSOL Multiphysics, these links work to open other
modules, application examples, and documentation sets.

ABOUT THE MODEL MANAGER SERVER
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CONTACTING COMSOL BY EMAIL

For general product information, contact COMSOL at info@comsol.com.

COMSOL ACCESS AND TECHNICAL SUPPORT

To receive technical support from COMSOL for the COMSOL products, please
contact your local COMSOL representative or send your questions to

support@comsol.com. An automatic notification and a case number will be sent to you

by email. You can also access technical support, software updates, license information,
and other resources by registering for a COMSOL Access account.

COMSOL ONLINE RESOURCES

COMSOL website
Contact COMSOL
COMSOL Access
Support Center

Product Download
Product Updates
COMSOL Blog
Discussion Forum
Events

COMSOL Application Gallery
COMSOL Video Gallery
Support Knowledge Base

www.comsol.com
www.comsol.com/contact
www.comsol.com /access
www.comsol.com/support
www.comsol.com/product-download
www.comsol.com/product-update
www.comsol.com/blogs
www.comsol.com/forum
www.comsol.com/events
www.comsol.com/models
www.comsol.com /videos

www.comsol.com/support/knowledgebase
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Overview of the Manual

This Model Manager Server Manual contains information that helps you install,
configure, and administer a Model Manager server. It also contains information about
the server’s asset management system — a web-based tool you can use to manage and
organize simulation projects involving models built in the COMSOL Multiphysics
software. The information in this guide is specific to this functionality. Instructions on
how to use the Model Manager in general are included with the Model Manager
Reference Manual.

TABLE OF CONTENTS AND INDEX

To help you navigate through this guide, see the Contents section and Index.

QUICKLY GETTING STARTED

Use the Quick Start Guide to get an overview of the necessary steps for getting started
with a Model Manager server.

INSTALLING A MODEL MANAGER SERVER
The Installation chapter guides you through the installation and startup of'a Model

Manager server.

ADMINISTRATING A MODEL MANAGER SERVER
The Administration chapter contains details on how you configure and administer a

Model Manager server via its web interface.

USING ASSETS TO MANAGE SIMULATION PROJECTS

In the Asset Management chapter, you will learn how assets can be used to connect
simulation engineers working in COMSOL Multiphysics with people in your
organization who may not have access to the COMSOL Multiphysics software.

OVERVIEW OF THE MANUAL | [l
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Quick Start Guide

Getting started with a Model Manager server involves the following steps:

Install the Model Manager server software on a server computer in your
organization’s network —see Installing a Model Manager Server. The section
Installation Planning contains general guidelines and background information for

server setups, data storage strategies, and handling of backups.

Ensure that the Model Manager server software is started automatically with the
server computer for the highest availability — see Starting a Model Manager Server.

Review the security guidelines for the Model Manager server software — see
Security. For example, unless the network is completely trusted, it is recommended
to either place the Model Manager server behind a reverse proxy with HTTPS

support or add a connector with TLS enabled — see below.

Log in to the Model Manager server in a web browser using the temporary
password provided during installation — see Accessing the Web Interface. Change

your temporary password when prompted.

The Model Manager server is configured with default administrative settings. To
review and update these settings, select System in the Administration menu () to

open the system administration area.

Set the authentication mechanism used when users log in. In the System navigation

sidebar, under Login, you can choose between:

a Accounts. Manually create accounts for the users that should have access to the
Model Manager server. The account passwords are stored locally in the Model

Manager server Preference Directory — see Local Authentication.

b External Authentication. Delegate the account authentication to an external
authentication provider such as Windows® authentication or an LDAP server —
see External Authentication.

c Proxy Authentication. Delegate the account authentication to a trusted reverse

proxy placed in front of the Model Manager server — see Proxy Authentication.

Unless you have placed the Model Manager server behind a reverse proxy with
HTTPS support, you are strongly recommended to configure the server to use
secure connections. Under Configuration>Connectors, add a connector with TLS

enabled — see Connectors. You will need to have a TLS certificate on hand.

INTRODUCTION



8 Decide if you want to use the default managed server components automatically set
up for a Model Manager server, use custom managed server components, or use
external server components. The latter can include, for example, a SQL database

server administered by your organization.

a If you want to use the automatically set up managed server components, review
them under Managed Components — sce Managed Server Components. Preferably
update the backup directory locations of the default managed PostgreSQL®
server and the default managed resources directory to locations on a different
server disk — see Moving a Model Manager Server Database. The new backup

directory locations are used the next time the server is restarted.

A default Model Manager server database has been automatically configured with
these managed server components — see The Default Managed Database.

b Ifyou want to use managed server components but leave the automatically set up
default components unmodified as references, add new managed server
components under Managed Components — see Managed Server Components.
Also add a new Model Manager server database under Configuration>Databases
using these managed server components — see Databases with Managed Server
Components. Set the new database as the current default — see The Database

Configuration Page.

c Ifyou want to use external server components, add a new Model Manager server
database under Configuration>Databases. Configure a custom SQL database,
custom resources directory, and custom search indexes — see Databases with
External Server Components. It is also possible to use a mixture of custom
managed server components and external server components. Set the new

database as the current default — see The Database Configuration Page.

9 Launch COMSOL Multiphysics and verify that you can connect to the Model
Manager server database from the COMSOL Desktop environment — select
File>Open From>Add Database>Connect to Server Database and enter the address of
the server and your account credentials. See Connecting to a Server Database in the

Model Manager Reference Manual.

QUICK START GUIDE |

13
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Installation

In this chapter you will learn how to install, start, and secure a Model Manager
server. You are strongly recommended to read the general guidelines and
background information for the server setup in the introductory section on

planning a Model Manager server installation.
In this chapter:

* Installing a Model Manager Server
* Starting a Model Manager Server

e Security
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Installing a Model Manager Server

A Model Manager server installation is similar to a COMSOL Multiphysics® or
COMSOL Server™ installation. For detailed information on installation, license files,
and license management, see the COMSOL Multiphysics Installation Guide.

Before starting a Model Manager server you need to start a license
manager. The FlexNet® license manager can be installed together with a
Model Manager server. A license server is not needed when running a trial
n license. For more information on the FlexNet® license manager, see the
COMSOL Multiphysics Installation Guide. You can download the

document from www.comsol.com/iog.

CHAPTER 2:

In this section:

* Installation Planning

* Installing in Windows
 Installing in Linux and macOS
* Modifying an Installation

* Migrating From an Older Installation

Installation Planning

A Model Manager server is typically installed on a server computer in your
organization’s internal network. Computers running the COMSOL Multiphysics
software connect to the server computer over the network in order to access the Model
Manager server database. Users can also access the Model Manager server web
interface via a web browser — either to perform administrative tasks for the server or

use the web-based asset management system.

This section contains general guidelines and background information to help you with
planning your server setup. This includes a description of the various directories used
by the server — the Installation Directory for the Model Manager server program, the
Preference Directory for the Model Manager server settings and log files, and the Data
Directories for the Model Manager server database — with particular emphasis on

recommendations for access permissions, disk requirements, and backup strategies for

INSTALLATION
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these directories. The section also contains details on Server Processes and Memory

Footprint for the Model Manager server and some Examples of Server Setups.

INSTALLATION DIRECTORY

The Model Manager server is supported on the Windows®, Linux®, and macOS$
operating systems. The default installation directory for each operating system is:
e Windows®: C: \Program Files\COMSOL\COMSOL62\ModelManagerServer
 Linux®: /usr/local/comsol62/modelmanagerserver

¢ macOS: /Applications/COMSOL62/ModelManagerServer

You can choose another directory when installing the server. The installation directory

may either be on a physical disk or on a network disk.

It is reccommended to not give the user account running the Model
n Manager server process any permissions other than read access to the

installation directory.

The installation directory contains the program files for the Model
= Manager server and its managed server components. It does not contain

any Model Manager server databases — see Data Directories.

PREFERENCE DIRECTORY
Server settings and log files for a Model Manager server are stored in a preference

directory with default location:

« Windows®: <user>\. comsol\v62modelmanagerserver

o Linux®: <user>/. comsol/v62modelmanagerserver

e macOS: <user>/Library/Preferences/COMSOL/v62modelmanagerserver

with <user> being the home directory for the user account running the Model
Manager server process. The location when running, for example, as a Windows®

service using the predefined NetworkService user account is:

C:\Windows\ServiceProfiles\NetworkService\.comsol\
v62modelmanagerserver

Replace NetworkService with LocalService in the directory path for the predefined

LocalService account in Windows®.

INSTALLING A MODEL MANAGER SERVER | 17
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Two subfolders of particular interest in the preference directory are:

* db — containing accounts, database configurations, and other server preferences.

* logs — log files for the Model Manager server.

It is recommended that only the user account running the Model
n Manager server process is granted access permissions to the preference

directory.

You can specify another directory path for the preference directory using the -

prefsdir command option — see Command Options for further details.

The Model Manager server preference directory must be located on a
A physical disk. Using a network disk is not supported and will result in the

server being unable to start.

CHAPTER 2:

BACKUP OF PREFERENCE DIRECTORY

Add the subfolder db in the Model Manager server preference directory to your
backup routines. The folder contains accounts, database configurations, and other
server preferences that may be time consuming to recreate in case of a server disk crash

or other failure. A periodic file system copy of the folder is sufficient.

When restoring a Model Manager server after a failure, copy the db folder from its

backup location to its location in the preference directory before starting the server.

SERVER COMPONENTS

A Model Manager server uses three separate server components for the storage and
search indexing of your data. A default installation of Model Manager server includes
all three as managed server components, with the server handling the start and stop of
component subprocesses and data backups. Once the Model Manager server is up and
running, you can optionally replace some or all of these managed server components

with external server components provided by your organization.

The Model Manager server uses a relational database management system for storing
data in a SQL database. The installation includes the PostgreSQL® relational database
management system as an optional managed server component. You can also configure
the server to use an external relational database management system — see External
SQL Databases for a list of supported SQL database servers. The external SQL

INSTALLATION



database server can either run on the same computer as the Model Manager server or

on a different computer within the same network.

For the search functionality of the Model Manager, a Model Manager server uses the
Apache Solr™ enterprise search platform. The installation includes this platform as an
optional managed server component. You can also configure a Model Manager server
to use an external Apache Solr™ installation provided by your organization — see
External Search Indexes. As for the SQL database server, the external Apache Solr™
server can either run on the same computer as the Model Manager server or on a

different computer within the network.

Binary and text data that is too large to be stored inside the SQL database is stored
directly on the file system inside a specific directory. This directory is registered with
the Model Manager server as a server component. The backup of the files in the
directory can either be managed by the Model Manager server or it can be handled by

external backup routines provided by your organization.

The installation automatically adds a Model Manager database using managed server
components configured with default settings — see also The Default Managed
Database. This includes, for example, data directories and backup directories located
on the server computer’s file system. Depending on your expected user base and IT
infrastructure, you may want to modify these default settings once the Model Manager
server is up and running — either by updating the default database or by adding a new

database.

When describing a Model Manager server and its server components
there are inevitable terminology collisions for the words “database” and
“server”. A Model Manager server uses a SQL database server as an

E independent server component. A Model Manager database uses a SQL
database in such a SQL database server to store a subset of its data. A SQL
database server can contain multiple SQL databases, each used by a
different Model Manager database.

o} Moving a Model Manager Server Database

INSTALLING A MODEL MANAGER SERVER |
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CHAPTER 2:

DATA DIRECTORIES
The three server components of a Model Manager database each uses its own data

directory:

* The data directory for the SQL database. This is the main storage for the version
control management of models and data files in repositories and branches, the
version-controlled assets in asset libraries, and all user management and access
control functionality. This data will inevitably grow over time, but, with a reasonably
sized disk drive, it should still be fine to keep on the same computer as the Model
Manager server installation. The size is also kept manageable by the fact that large
binary and text data is stored exzernally to the SQL database, while the SQL
database itself mainly stores descriptive, structural, and administrative metadata for

this binary and text data.

e The data directory for the search index server. This data is automatically extracted
from that which is stored in the SQL database and, as such, requires no backup. The
size is typically much smaller than the other two data directories and there is
generally no issue in placing it on the same computer as the Model Manager server

installation.

* The so-called resources directory for storing large binary and text data associated
with models, data files, and assets. Large here typically means above a few hundred

kilobytes. This includes:

- Binary data for geometries and meshes, computed solutions, and results plots
associated with your models.

- CAD data, interpolation functions, and other auxiliary data files used as input for

your models.

- Documentation files, presentations, videos, and other supplementary files linked

to models via the asset management system.

The resources directory is expected to be the largest of the three and you may want
to offload it to a dedicated file server whose file system can be mounted by the server

computer running the Model Manager server — see Examples of Server Setups.

The location of the data directories used by the default Model Manager server database
added during installation depends on the computer account running the server — see
Default Data Directories.

When using managed server components, it is reccommended to store the data
directory for the SQL database server on a physical disk for best performance. For

Linux, storing the data directory on a network disk using NFS mounted in hard mode

INSTALLATION



is supported. Other network disk configurations are not supported. Placing the data
directory for the search index server on a network disk is not supported for any
configuration.

Support for storing the data directories of managed server components on

a network disk is as follows:
* SQL database server — only supported on Linux®

using NFS mounted
n in hard mode.

¢ Search index server — never supported.

* Resources directory — always supported.

If placing the data directory of the SQL database server or the search index server on
the same computer as the Model Manager server is not an option, the recommended
approach is to use external server components. You can install a SQL database server
on another computer and then connect to that server from the Model Manager server
over the network. Connecting to an external SQL database server may also prove
useful if the IT infrastructure of your organization already supports managing SQL
databases, including handling their backups. You can also install and connect to an
Apache Solr™ enterprise search platform on another computer. Finally, the resources
directory may be placed on an external file server as long as the Model Manager server
can mount it as a network disk.

The computer account running the Model Manager server must have the
necessary access permissions to connect to an external SQL database
n server, search index server, or file server. This is typically zoz the case for

the predefined LocalService account in Windows®.

o} Databases with External Server Components

Files stored in the resources data directory always pass through the Model Manager
server when opened or saved from a COMSOL Multiphysics session — this to ensure
data integrity and that necessary permissions are verified. There is therefore little to
gain from placing a file server containing the resources data directory geographically

near your users if the Model Manager server itself, for example, is not.

INSTALLING A MODEL MANAGER SERVER |
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Default Data Directories
The location of the data directories used by the default Model Manager server database
depends on the computer account set during installation. For the predefined

NetworkService account in Windows®, for example, the directories are located inside:

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\COMSOL\
ModelManager\ManagedDatabases\default-managed

with subdirectories:
* data — the data directory of the managed SQL database server.
¢ index — the data directory of the managed search index server.

* resources — the managed resources directory.

Replace NetworkService with LocalService in the directory path for the predefined

LocalService account in Windows®.

For Linux®, the directories are located inside:
<user>/.comsolmodelmanagerdata/manageddatabases/default-managed
and for macOS:

<user>/Library/Application Support/COMSOL/ModelManager/
ManagedDatabases/default-managed

o} Moving a Model Manager Server Database

CHAPTER 2:

BACKUP OF DATA DIRECTORIES

A Model Manager server database using managed server components requires backup
for the data directory of the SQL database server and for the resources data directory.
The data directory of the search index server requires no backup. The default Model
Manager database is already configured so that the Model Manager server handles this
backup — see Managed Backups for further details.

You can also let external backup software provided by your organization handle the
backup of the two data directories. This may be useful when you want to save disk
space on the computer running the Model Manager server and mounting an external
file server — as described for Managed Backups — is not feasible. The simplest option

is to periodically shut down the Model Manager server and do a file system copy of

INSTALLATION



both directories to an external location. It is important to copy both directories as they

could otherwise become inconsistent with respect to each other.

To get a consistent backup for this option, the Model Manager server

must be shut down before copying the data directories. Copying the data
n manually via a system file explorer while the server is running — with

different files captured at different points in time — will lead to data

corruption.

If shutting down the server is impractical, it is also possible to do a backup while the
service is running as long as the external backup software, as well as the file system
volume containing the data directories, supports frozen file system snapshots. See the
official documentation for the PostgreSQL® relational database management system
for further details on file system level backups.

If your external backup software do supports frozen file system snapshots, but the data
directory of SQL database server and the resources data directory reside on different
disk volumes, it is recommended to order your backups so that the SQL database

server’s data directory is backed up first.

@ Backup and Restore of a Model Manager Server Database

MANAGED BACKUPS

The backup directories for the managed server components used by the default Model
Manager database are located on the same disk drive as the data directories for these

components — see Default Managed Backup Directories. This backup configuration
makes it possible to recover data after an accidental deletion in the database but is still
vulnerable to a server disk crash. You are therefore strongly recommended to do one
of the following options — or a combination thereof — when using a managed Model

Manager database:

* Place the managed backup directories on another disk drive or on a mounted file
server that the computer account running the Model Manager server has read and

write access to.

* Keep the current location for the managed backup directories but let external

backup software take periodic backups of these backup directories themselves.

The best option typically depends on your organization’s IT infrastructure.
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Default Managed Backup Directories

The backup directories for the managed server components used by the default Model
Manager server database are located on the same disk drive as the Default Data
Directories. For the predefined NetworkService account in Windows®, for example, the

directories are located inside:

C:\Windows\ServiceProfiles\NetworkService\AppData\Local\COMSOL\
ModelManager\ManagedDatabases\default-managed-backup

with subdirectories:

* data_backup — backup directory for the managed SQL database server.
* resources_backup — backup directory for the managed resources directory.

Replace NetworkService with LocalService in the directory path for the predefined

LocalService account in Windows®.
For Linux®, the directories are located inside:

<user>/.comsolmodelmanagerdata/manageddatabases
/default-managed-backup

and for macOS:

<user>/Library/Application Support/COMSOL/ModelManager/
ManagedDatabases/default-managed-backup

SERVER PROCESSES AND MEMORY FOOTPRINT
The memory footprint of the main Model Manager server process is expected to be
small and will typically not be a deciding factor for the overall system requirements of

the server computer. When using managed server components for a Model Manager

server database, there are two groups of subprocesses started on the server computer:

* Managed SQL database server processes.
* Managed search index server processes.
The memory footprint of both of these two groups will scale with the size of the

database. A recommendation is to start with at least a few gigabytes of RAM and then

follow up over time as your database grows.
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EXAMPLES OF SERVER SETUPS
A few examples of server setups for a Model Manager server installation, in order of

increasing complexity, is summarized as follows:

* A Model Manager server with a fully managed Model Manager database. The main
Model Manager server process, as well as subprocesses for the managed SQL
database server and managed search index server, all run on a single server
computer. The data directories are all located on the server computer’s file system.
The backup directories are located on a physical disk drive different from that of the

data directories.

Apart from the location of the backup directories, this is the setup used by the
default managed database that is added automatically when installing a Model
Manager server. It is also the recommended setup when getting started with a

Model Manager server.

* Same as the first option except that the backup directories are located on a separate

file server mounted by the server computer.

* Same as the first option, except that the managed resources directory is located on
a separate file server and the backup directories are located on a second separate file

scerver.

* A Model Manager server with a partially managed Model Manager server database.
The main Model Manager server process and the managed search index server
subprocess run on the main server computer. The Model Manager server connects
to an external SQL database server running on a second server computer. The data
directory for the managed search index server is located on the main server
computer, the data directory for the external SQL database server is located on the
second server computer, and the managed resources directory is located on a
separate file server. The backup directory for the managed resources directory is
located on a second separate file server, while the backup of the external SQL
database server is handled by your IT department. This option gives the most

flexibility to, for example, scale up memory and disk size over time.

Installing in Windows

Start the Model Manager server installation by using the media that you have received
or by using an internet download. In the installer, after selecting your preferred
language, choose New COMSOL Model Manager Server 6.2 Installation.
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LICENSE

In the next step, License, select the format of your license in the License format list
under License information. For the License file option, write the file path to the license
file that you have received from your COMSOL representative in the License file field.
Click Browse to browse to and choose another file path. You can also use the Port
number and Hostname option or the Three-server redundancy option if your license

administrator has given you these details.

At this point, the installer detects the type of license used. The following instructions
assume that the license used during installation corresponds to a Model Manager

server license.

PRODUCTS
In the next step, Products, select the installation location and which software products

and components you want to install. All products and components are selected by
default.

* Model Manager Server — installs the Model Manager server software components.

* Managed PostgreSQL® — installs software components for a PostgreSQL® database
system managed by the Model Manager server. Clear the check box if you only want
to use an external relational database management system provided by your

organization.

* Managed Apache Solr™ — installs software components for an Apache Solr™ search
platform managed by the Model Manager server. Clear the check box if you only

want to use an external Apache Solr™ installation provided by your organization.

* License Manager — installs the COMSOL License Manager. You only need to install

this on the computer where you would like to run the license manager.

OPTIONS
In the Options step:

* Select the Create COMSOL Model Manager Server 6.2 folder on Windows Start Menu
check box to install Start menu shortcuts (Windows® operating system only).

* Select the Add Windows Firewall rules for COMSOL programs check box to add

Windows Firewall rules.
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* Select the Check for updates after installation check box to enable checking for

updates after installation.

¢ In the Java runtime environment list, select Built-in to use the default Java runtime
included with the Model Manager server installation. Select Custom if you prefer to

use another Java runtime that you have licensed and installed.

LICENSE MANAGER

The License Manager step appears if the installer installed the FlexNet® license manager
and your computer has been designated to run the license server. If this step does not
appear, you can manage the license server using LMTOOLS. This step contains the

following options:

* The Install license manager as a Windows service check box is selected by default; if
you clear the check box, the license manager will not be available as a Windows®

service.

e The Path to the debug log file ficld contains a file path to the location of the license
manager debug log file (default: C: \comsol.log). Click Browse to browse to and

choose another file path.
e The Service name ficld shows the service name, LMCOMSOL, for information only.

* Under Additional license manager options, you can select any of the following check

boxes:

- Select the Allow the Indown command to be executed only from this computer
check box to restrict the execution of the Imdown command, which you can use

to shut down the license manager, to this computer only.

- Select the Disable the Indown command check box to make the Imdown command

unavailable.

- Select the Disable the Imremove command check box to make the 1mremove

command, which you can use to remove a user’s license, unavailable.

SERVER

The Server step makes it possible to set up the Model Manager server as a Windows®
service. You can also configure an initial root administrator account, which you can use
to log in to the Model Manager server web interface to continue the server setup once

the installation has finished.

Basic Settings
In the Default Model Manager Server port ficld, write the port number that the server
will use. The default is 8181.
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Windows Service Settings
There are two ways to install the Model Manager server in Windows®. If you select the
Install Model Manager Server as a Windows service check box (the default), the Model

®

Manager server is then installed as a Windows™ service. Otherwise, the Model

Manager server is installed as a regular executable.

Use the Startup list to configure how to start the Model Manager server when installed

as a Windows® service:

¢ Disabled — the service is disabled.

¢ Manual — the service will not be started after the installation. You need to start the
service manually.

¢ Automatic — the service is configured to start automatically when the host computer
boots or restarts. This is the default choice.

* Automatic (Delayed Start) — the service starts automatically but is delayed until all
automatic-start threads have finished starting.

The Automatic setting provides the highest availability to users of the
= installed server.

If you choose Disabled or Manual, you can enable or start the Model
Manager server service from the command line or by using the Manage
» local services shortcut installed on the Start menu in Windows®. The same
E configuration options are also available in the snap-in Services in the
Microsoft Management Console — scarch for services from the

Windows® Control Panel.

In the Service account list, select the computer account that runs the service. You can
choose the predefined LocalService, LocalSystem, or NetworkService accounts in

Windows®, which have no password. When using other accounts, choose Custom and

28 | CHAPTER 2: INSTALLATION



provide a username and password. By default, the installer selects the predefined

LocalService scrvice account.

The LocalService account has limited privileges intended for running local
services. It is the recommend service account if you intend to set up a
Model Manager server database using a single server computer — see

[ 1] Examples of Server Setups. If you, for example, intend to mount a file
server or connect to an external SQL database server, you must use a
service account with network access privileges — for example, the

predefined NetworkService account or a custom account.

The PostgreSQL® database system does not support running under a user

® _ that is, a member

account with administrative privileges on Windows
n of the Administrators or Power Users group. If you choose to not install
this software component, you are still strongly recommended to use an

account with less privileges — see also Security.

Consult the documentation that came with the operating system for more

= information about service accounts.

Default Local Administrative User

Select the Create default local administrative user check box to set a username and a
temporary password for a root administrator account. You can use that account to log
in to the Model Manager server web interface after the installation finishes to continue

the setup of the server.

Only clear the Create default local administrative user check box if you are
n repairing or updating a previous installation for which a root

administrator account already exists.

Troubleshooting

When you click Next from the Server step, the installer will verify some of the given
settings, including employing a test service to check that the given service account
details are valid and that the service account has the right permissions to access the
installation directories. The following are some common warning and error messages

that may arise and suggestions on how to address them:
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The given service account does not seem able to start services due to a logon failure.
Please verify that it has the right to log on as a service. The installer failed to start the
test service. To verify that a custom user account has the right to log on as a service,
you can check the security settings for the Log on as a service policy under

Control Panel>Administrative Tools>Local Security Policy>Local Security Settings>

Local Policies>User Rights Assignments in Windows®.

The installation directory is not accessible. Please verify that the directory is correct and
that the service account has access to this path. The service launcher failed to locate
the test service when starting it. The service account either does not see that location
or does not have read permissions. Commonly, this is caused by using an installation
location that either has security permissions that do not include the service account, or

by the location being on a network share that is not mounted by the service account.

The given service account is invalid or does not exist or the password is wrong. The
test service could not be installed or started due to a problem with the service account.

Verify that the account details are correct.

Failed to verify the service account. An unexpected error happened. If you believe
that the installation settings are correct, you can proceed with the installation. Further
details are given in the comsolsetup.log file after the installation.

No administrative user has been defined. You did not specify an administrator account
under Default local administrative user. In this configuration, it will not be possible to
log in to Model Manager server unless the server has already been configured with

accounts after a previous installation.

INSTALL
The Install step shows a list of the software products and components that will be

installed. Click the Install button to begin the installation.

FINISH
The last Finish step is shown when the installation has finished. You can view an

installation log if, for example, there were warnings or errors during the installation.

Installing in Linux and macOS

Installing in the Linux® and macOS operating systems is similar to Installing in

Windows. The Server step contains Basic Settings and the option of creating a Default
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Local Administrative User. See Starting a Model Manager Server for more information
about how to automatically launch a Model Manager server after installation on
Linux® and macOS.

For security reasons, it is not recommended to use an account with
administrative privileges to run a Model Manager server. The Apache

n Solr™ search platform and the PostgreSQL® database system do not

®

support running as a root user on either Linux~ or macOS.

Modifying an Installation

To modify an existing Model Manager server installation — for example, to change the

default port or reset the administrator password — follow these steps:

I Stop the Model Manager server.

®

If installed as a Windows ®)

service (default for Windows™ ), you can stop the Model
Manager server service using the Manage Local Services shortcut installed on the Start

menu under COMSOL Launchers.
2 Start the installer for the Model Manager server and select a language.

3 Choose Add/Remove Products and Reinstall. If a dialog box is opened, browse to the
installation directory.
4 Specity the new configuration in the steps that follow, similarly as for a new

installation.

You can clear the Create default local administrative user check box if you have
already added an administrative user, ignoring the warning that no administrative

user has been defined when clicking Next.

5 When the installer has finished, start the Model Manager server again.

" See Starting a Model Manager Server for instructions on how to start and

stop the server on different platforms.

RESETTING THE DEFAULT ADMINISTRATOR PASSWORD

You can reset the default administrator password by following the abovementioned
steps for modifying an existing Model Manager server installation. In the Server step,
select the Create default local administrative user check box and write a new password

to reset any existing password.
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UNINSTALLING
To uninstall an existing Model Manager server installation, follow these steps:
I Stop the Model Manager server.

If installed as a Windows® service (default for Windows®), you can stop the Model
Manager server service using the Manage Local Services shortcut installed on the Start
menu under COMSOL Launchers.

2 Start the Model Manager server installer and select a language.

3 Choose Uninstall COMSOL Model Manager Server 6.2. If a dialog box is opened, browse
to the installation directory.

4 Click the Uninstall button.

n Uninstalling a Model Manager server will zoz delete any databases.

CHAPTER 2:

Migrating From an Older Installation

To migrate from an older version of a Model Manager server running as a service on
Windows®:

I Stop the currently running Model Manager server Windows® service. Also make
sure that the Windows® service is not set to be started automatically — that is, set
the startup type to Disabled.

2 Install COMSOL Model Manager Server 6.2 — sce Installing in Windows.
3 Once you have verified that the COMSOL Model Manager Server 6.2 has successfully

started, uninstall the old version of the server if desired.

For a systemd service installed on Linux®, make sure to stop and disable the old service

before installing the new service.
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The Model Manager databases hosted by the old Model Manager server will now be

available in the new server.

You are strongly recommended to at least stop any older installations of
Model Manager server before installing a newer version to not risk any
unwanted cross-talk in the data directories. When stopping an older

A Model Manager server installed as a Windows® service, make sure that the
service is not set to be started automatically. When stopping an older

®

systemd service installed on Linux™, make sure that the service is also

disabled.

When a Model Manager server starts for the first time, it tries to locate a Model
Manager server Preference Directory belonging to an older installation of the server.
If such a preference directory is found, all server settings are migrated to the new
installation’s preference directory. This includes, for example, any account settings and
database configurations set up for the older server. You can also manually copy the
subfolder db in the preference directory of the older installation to that of the newer
installation before the latter server has been installed and started (you will need to first
manually create the newer installation’s preference directory). This is useful, for

example, if the older installation is located on another computer.

The Data Directories for any configured databases are not copied, however. This
means that older installations of Model Manager server may potentially read and write
in the same data directories as the newer installation unless the older servers are first

stopped.

o} Backward Compatibility for Server Databases
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Starting a Model Manager Server

In this section, you will learn how to start a Model Manager server in the Windows®,

®

Linux~, or macOS operating systems.

In this section:

» Starting as a Windows Service

* Starting Manually in Windows

e Starting in Linux

e Starting in macOS

* Firewalls

* Setting Up the Model Manager Server for Secure Connections
* Running Behind a Reverse Proxy

e Command Options

Starting as a Windows Service

By default, a Model Manager server is installed as a Windows® service that is set to start
automatically. In this case, a link to the Model Manager server web interface is installed
on the Start menu as Model Manager Server. Sce Accessing the Web Interface for more
information about accessing the web interface and, for example, continuing the setup

of a fresh installation.

To manually start or stop the Model Manager server service, or to configure if'it is
started automatically, use the Manage Local Services shortcut installed on the Start menu
under COMSOL Launchers. The same configuration options are also available in the
snap-in Services in the Microsoft Management Console. Scarch for services from the

Windows® Control Panel.

Before starting a Model Manager server, you need to start a FlexNet®
license manager. The license manager can be installed together with a

Model Manager server — see Installing a Model Manager Server.
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Starting Manually in Windows

If you cleared the Install Model Manager Server as a Windows service check box during
installation, you can start a Model Manager server manually by doing one of the

following:
* Click the COMSOL Model Manager Server 6.2 shortcut installed on the Start menu.
* Double-click the Windows® executable in a file browser.
* Run the Windows® executable from a command window.
The Model Manager server executable is located at:

<Installation directory>\bin\win64\comsolmodelmanagerserver.exe
An example of a typical <Installation directory> is:

C:\Program Files\COMSOL\COMSOL62\ModelManagerServer

For all methods of starting a Model Manager server, the command window displays a
short message that the server has started and which port is used. Press Ctrl+C to stop
the server and exit the command window.

When a Model Manager server has been installed as a Windows® service,
the shortcut for starting manually is not available on the Start menu. It is
not recommended to start a Model Manager server manually via its

n executable when the service is running. Since the service typically runs
under a special system user account, it does not share its configuration

settings with a Model Manager server that was started manually.

o} Installation Directory

Starting in Linux

To start a Model Manager server manually on Linux®, type

<Installation directory>/bin/comsol modelmanagerserver
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To stop the server, press Ctrl+C in the terminal window where it was started.

The Apache Solr™ search platform and the PostgreSQL® database system

n do not support running as a root user on Linux®.

SYSTEMD SERVICE

Use the following instructions to start a Model Manager server in a Linux®

version

that includes systemd:

I Create a file:
/usr/lib/systemd/system/comsolmodelmanagerserver62.service

with content similar to:

[Unit]

Description=COMSOL Model Manager server 6.2
Wants=network.target network-online.target
After=network.target network-online.target

[Service]

Type=exec

User=comsoluser

Group=comsolgroup

TimeoutSec=300

ProtectHome=off
ExecStart=/usr/local/comsol62/modelmanagerserver/bin/comsol
modelmanagerservice

[Install]
WantedBy=multi-user.target

You only need to replace the values for User and Group.
2 Activate the service via:

systemctl enable /usr/lib/systemd/system/
comsolmodelmanagerserver62.service

3 Start the service via:

systemctl start comsolmodelmanagerservereé2

To stop the Model Manager server service cleanly, run:

systemctl stop comsolmodelmanagerserver62
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Starting in macOS

To start a Model Manager server manually, type

<Installation directory>/bin/comsol modelmanagerserver

To stop the server, press Ctrl+C in the terminal window where it was started.

The Apache Solr™ search platform and the PostgreSQL® database system
n do not support running as a root user on macOS.

Firewalls

You must open up firewalls that exist between the server and your users. Open up for
incoming TCP connections to the port given during installation (by default, 8181) or
controlled by the -port command option — see Command Options. To improve
security, you can reduce the IP address range to known potential IP addresses for your
users. If you are running a Model Manager server behind a reverse proxy, only open
up the port of the reverse proxy instead — see Running Behind a Reverse Proxy. If you
have added a connector with TLS enabled, only open up the port of that connector
instead — see Adding a Connector With TLS.

Internally, a Model Manager server may launch subprocesses and communicate with
them on various ports. These additional ports do not need to be open in the firewall

for users of the Model Manager server.

Setting Up the Model Manager Server for Secure Connections

You are strongly recommended to set up the Model Manager server for secure

connections using one of the following two options — see also Security:

* Place the Model Manager server behind a reverse proxy with TLS encryption
configured. This way, no particular configuration of the Model Manager server itself

is required. The communication between the reverse proxy and the Model Manager
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server will not be encrypted. See also Running Behind a Reverse Proxy for more

information.

¢ Add a TLS-enabled connector with a certificate obtained from a trusted certificate
authority (CA) to the Model Manager server — see Adding a Connector With TLS.

. To connect to a Model Manager server using HTTPS, select the Require
= secure connection check box in COMSOL Multiphysics.

CHAPTER 2:

Running Behind a Reverse Proxy

In some cases, it is advantageous to use a reverse proxy as an intermediary between the

Model Manager server and its users. Use cases of a reverse proxy include:

* Providing many web services with the same hostname — for example, serving the
Model Manager server at example.com/modelmanagerserver and a webmail
server at example.com/webmail.

* Offloading TLS encryption onto the reverse proxy, either for using hardware-
accelerated encryption or to simply avoid configuring encryption for each web

service separately.
* Firewall features that protect the web service from attacks.

* Integration with single sign-on systems for authentication — see Proxy

Authentication.

To support serving the Model Manager server at the path /modelmanagerserver, as
in the preceding example, the reverse proxy must be configured to pass any regular
HTTP requests to, for example, example.com/modelmanagerserver/foo on to the
Model Manager server as modelmanagerserver.com:8181/foo. Additionally, the
reverse proxy should be configured to rewrite the cookie path /api set by the Model
Manager server to /modelmanagerserver/api.

Any reverse proxy that supports HTTP can be used with the Model Manager server.
Two common reverse proxies are Apache mod_proxy and NGINX®. See the

documentation of the reverse proxy software for how to set it up to forward requests.

TLS ENCRYPTION
By configuring the reverse proxy to serve HTTPS, the integrity and confidentiality of

the communication between the client and the reverse proxy is protected by the TLS
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protocol. This is the recommended way to host the Model Manager server on any

network where cleartext traffic could be intercepted.

Command Options

You can specify optional command options when starting a Model Manager server
using the syntax

comsolmodelmanagerserver.exe [<options>]
on Windows® and
comsol modelmanagerserver [<options>]

on Linux® and macOS platforms. See Table 2-1 for various command options available
for the server.

TABLE 2-1: COMMAND OPTIONS FOR A MODEL MANAGER SERVER.

OPTION DESCRIPTION

-C Path to license file.

-comsolinifile Path to ini-file to use when launching.
-h, -help Show help message.

-port Port number used by the server.
-prefsdir Path to preference directory.

-tmpdir Path to temporary file directory.

-v, -version Show version information.
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The following guidelines summarize the best practices for running the Model Manager

server in a secure way:

* Do not give unprivileged users in the organization shell access to the system where
the Model Manager server runs. Although the file system directories and processes
of the Model Manager server are protected from interference by other users on the
system through operating system permissions, it is general best practice to restrict

shell access on production servers.

* Set up the Model Manager server to use TLS (via HTTPS) when connecting from
web browsers and COMSOL Multiphysics. This increases the protection of
passwords sent when logging in and reduces the risk of data leaks. The easiest way
to get transport layer security is to use a reverse proxy with a certificate, which might
already have been set up for other systems. Alternatively, you can add a TLS-enabled
connector with a certificate to the Model Manager server — see Adding a
Connector With TLS.

¢ Use a low-privilege account when running the Model Manager server process. This
reduces the risk of privilege escalation attacks to the system. See Installing a Model

Manager Server for more information.

* Configure the firewall of the computer or network segment where the Model
Manager server runs to only expose the main port of the Model Manager server to
the outside. If running the Model Manager server behind a reverse proxy, only

expose the port of the reverse proxy to the outside instead.

* Ifyou expose the Model Manager server to the internet, make sure to operate the
Model Manager server on a network isolated from your regular corporate network.
One option for implementing this is to install the Model Manager server on a
computer in a so-called DMZ network located between the internet and your
regular corporate network. Another option is to install the Model Manager server

utilizing a cloud service provider.

e Ensure that the Preference Directory of the Model Manager server is not accessible

by untrusted parties.

* Using permissions, you can configure access control for the content stored on the
Model Manager server as needed. You can also use separate instances of the Model

Manager server — with each server using their own databases — to isolate different
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content and user groups. The latter is best practice when exposing the Model

Manager server to users outside of your organization.

Password Security

Local passwords stored by the Model Manager server are hashed by 100,000 iterations
of the PBKDF2WithHmacSHA256 algorithm. This means that an adversary that gets
access to the hashed passwords will not easily be able to obtain the original passwords.
However, if an adversary does obtain a local password (for example, by brute-force

guessing a weak password), the adversary could log in to the Model Manager server.

By default, the Model Manager server writes hashed local passwords to the file /db/
settings/local.db in the Preference Directory. The temporary password set for the
Default Local Administrative User during installation is stored using the same hash
algorithm in the file tempadminlogin.properties in the root of the installation
directory.

As mentioned previously, it is recommended to use TLS (via HTTPS) to protect
passwords sent from web browsers and COMSOL Multiphysics to the Model Manager
server. A warning appears in COMSOL Multiphysics at the time of login if the
connection to the Model Manager server is not secure. Web browsers will show similar

warnings.

Passwords saved in COMSOL Multiphysics for connecting to the Model Manager
server (“Remember password”) are stored encrypted so that only the logged-in user
can access them. On Windows®, the encryption is done using the Data Protection API
of the operating system. On Linux® and macOS$, the encryption is done using a master
key stored in the preference directory, protected by file system permissions. The same
encryption is used to protect passwords stored by a Model Manager server configured
to connect to external SQL database servers or Apache Solr™ servers using password-
based authentication methods — see also Databases with External Server

Components.

When a COMSOL Multiphysics client is connected to a COMSOL Multiphysics server
on 